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AAU’S PROCESSING OF PERSONAL DATA ABOUT YOU  
When you apply for and receive/use a license to use AI-LAB, Aalborg University (AAU) process 

personal data about you. In accordance with our obligations in the General Data Protection Regulation, 

we hereby inform you of our processing of your personal data.  

 

AAU process your personal data for the following purposes: 

 

Secure access to the platform via login 

Logging of user access 

Contact in case of breach of Terms and Conditions of use 

 

AAU process the following general personal data about you, in accordance with GDPR det art. 6, stk. 1, 

litra b.  

 

Full name 

AAU-Mail address 

Study program 

(Purpose of use) 

 

We store your personal data as long as necessary for the data processing purpose for which we are 

obtaining your consent and in accordance with the applicable legislation. We will then erase your 

personal data. 

 

AAU does not  share your  personal  data wi th  any th i rd  par t ies .   

 

When we process your personal data, you have several rights under the General Data Protection 

Regulation. For example, you have a right to erasure and a right to data portability. In certain cases, 

you have a right of access, a right to rectification, a right to restriction of processing and a right to 

object to our processing of the personal data in question. You can read more about your rights in our 

privacy policy, which you will find here: https://www.aau.dk/om-cookies/.  

 

I f  you have genera l  quest ions about  your  r ights ,  you can contact  our  Data Protect ion Of f icer  

Nie ls  Vase at  dpo@aau.dk .   

 

We must  and wi l l  a lways comply  wi th  the ru les.  I f  you be l ieve that  we do not  meet  our  

responsib i l i ty  or  that  we do not  process your  data accord ing to  the ru les,  you may lodge a 

compla in t  wi th  the Danish Data Protect ion Agency at  d t@datat i lsynet .dk .  However ,  we 

encourage you a lso to  contact  us,  as we want  to  do  our  u tmost  to  accommodate your  

compla in t .  

 

 

DATA PROCESSING AGREEMENT  
When you enter data that are considered personal data into AI-LAB, Aalborg University (AAU) process 

these personal data on your behalf. You are considered a data controller and AAU is considered as a 

data processor.  

 

When applying for a license to AI-LAB you (‘the Data Controller) enter into a data processing 

agreement with Aalborg University ('the Data Processor'), CVR No.: 29102384, Fredrik Bajers Vej 7K, 

https://www.aau.dk/om-cookies/
mailto:dpo@aau.dk
mailto:dt@datatilsynet.dk
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9220 Aalborg, Denmark, in accordance1 with The General Data Protection Regulation (The GDPR)2. 

(Hereinafter also referred to collectively as 'the Parties' and individually as 'the Party').  

1.  PURPOSE OF T HE AGREEMENT  

1.1. The Data Processing Agreement concerns the Parties' obligations under the Data Protection 

Rules in connection with the use of AI-LAB for processing and analysing data. The provisions 

shall prevail over any equivalent provisions of other agreements between the parties. 

 

1.2. In connection with the Data Controllers use of AI-LAB, the Data Processor must, on behalf of 

the Data Controller, among other things follow instructions from the data controller, comply 

with data protection rules and delete all data each year.  

2.  THE DATA CONTROLLER'S OBLIGAT IONS  

2.1. The Data Controller is responsible for ensuring that the processing of personal data is carried 

out in accordance with the GDPR and any other data protection regulations. The Data 

Controller is responsible for ensuring, among other things, that there is a basis for the 

processing of personal data that the Data Processor is instructed to carry out.  

 

2.2. The Data Controller has the right and the obligation to make decisions about the purposes and 

means of the processing of personal data and is obliged to instruct the Data Processor on the 

handling of personal data. The instructions can be seen below in section 2.4.  

 

2.3. Any changes to the instructions must be agreed in writing in advance. The Data Processor will 

prior to any changes update the Terms & Conditions and give the Data Controller 30 days to 

retrack all data from AI-LAB.   

 

2.4. The Data Controller's instructions to the Data Processor:  

 

Types of processing: Storage, analysis, modelling, and management 

Amount of data subjects: depends on the Data Controller’s dataset to be processed in the system 

Categories of data subjects: depends on the Data Controller’s dataset to be processed in the system 

Type of data to be processed: Public or internal information. It is not allowed to process sensitive or 

confidential information on AI-LAB. 

Time period: The Data Controller is responsible for deleting the personal data in AI-LAB in accordance 

with the GDPR. However, to help ensure dataminimazation, the data will automatically be deleted 

every august each year, if The Data Controller do not renew its access. Several warnings will be sent 

to The Data Controller before deletion. The Data Processor allows retrieval of data 30 days after the 

automatic deletion. The Data Processor keeps a backup of all data for up to 95 days in AAU systems. 

 

 
1 These provis ions  are des igned to comply wi th Ar t ic le 28(3)  of Regulat ion (EU)  2016/679 o f 

the European Par l iament  and of the Counc i l  of  27 Apr i l  2016 on the protect ion of  natural  

persons wi th regard to the process ing of personal  data and on the free movement  of such 

data,  and repeal ing D i rect ive 95/46/EC (Pr ivacy Regulat ion)  
2 The 'General Data Protection Regulation’ means Regulation (EU) 2016/679 of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on 

the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (with 

subsequent amendments).  
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3.  DATA PROCESSOR'S OBLIGAT IONS 

3.1.  The Data Processor  may only  process personal  data on documented inst ruct ions f rom 
the cont ro l ler ,  un less requi red by Union or  Danish Law to  which the Data Processor  is  
subject .  The Data Processor  acts  so le ly  on behal f  o f  and accord ing to wr i t ten 
inst ruct ions f rom the Data Contro l ler  in  connect ion wi th  the per formance of  the agreed 
tasks in  re la t ion to  the Pro ject .  The Data Contro l ler  thus dec ides the purposes for  
which the process ing of  personal  data may take p lace.   
 

3 .2 .  The Data Processor  under takes to  comply  wi th  the Data Protect ion Rules.  The Data 
Processor  shal l  immediate ly  in form the Data Contro l ler  i f ,  in  i ts  op in ion,  an inst ruct ion 
is  cont rary  to  th is  Regulat ion or  to  data protect ion prov is ions of  o ther  Union or  Danish 
leg is la t ion in  genera l .  

 

3 .3 .  The Data Processor  shal l ,  tak ing in to account  the nature of  the processing,  ass is t  the 
Data Contro l ler ,  as far  as poss ib le  but  wi th in  reason,  wi th  re levant  in format ion in  order  
for  the Data Contro l ler  to  fu l f i l l  i ts  ob l igat ion  accord ing to  the GDPR, inc lud ing  to   
-  respond to  requests  for  the exerc ise of  data subjects ’  r ights  as set  out  in  Chapter  

I I I  o f  the GDPR, 
-  in form the data subjects  and the competent  superv isory  author i ty  in  the event  o f  a  

personal  data breach.   
  

4.  SAFETY OF TREATMENT 

4.1.  Ar t ic le  32 of  the GDPR states that  the  Data Contro l ler  and the Data Processor ,  tak ing 
in to  account  the s tate  of  the ar t ,  the costs  o f  implementat ion and the nature,  scope,  
context  and purposes of  the process ing concerned,  as wel l  as  the r isks of  vary ing 
l ike l ihood and sever i ty  to  the r ights  and f reedoms of  natura l  persons,  shal l  implement  
appropr ia te  technica l  and organizat ional  measures to  ensure a leve l  o f  protect ion 
appropr ia te  to  those r isks ,  to  protect  the personal  data against  acc identa l  or  un lawfu l  
dest ruct ion,  loss or  deter iorat ion,  and against  any unauthor ised d isc losure,  abuse or  
process ing of  the personal  data in  v io la t ion of  the data protect ion leg is la t ion .   
 

4 .2 .  The Data Processor  is  ent i t led to  assess the r isks to  the r ights  and f reedoms of  
natura l  persons posed by the process ing .  The Data Processor  shal l  then be ent i t led 
and obl iged to  make dec is ions on the technica l  and  organizat ional  secur i ty  measures 
to  be implemented to  estab l ish the necessary secur i ty  leve l  that  adequate ly  
accommodates and manages that  the process ing is  assoc iated wi th  data process ing in  
AI -LAB.  This  inc ludes e.g.  AAU log in  for  access,  phys ica l ly  protected server  rooms 
and other  measures in  accordance wi th AAU-protected serv ices .  

 
4 .3 .  The process ing takes p lace at  the fo l lowing premises:  Fredr ik  Bajers  Vej  1 ,  and Nie ls  

Jernes ve j  14,  9220 Aalborg Øst  

5.  CONFIDENTIALITY AND SECRECY 

5.1.  In  connect ion wi th  the process ing of  personal  data,  the Data Processor  is  subject  to  
the duty  o f  secrecy and conf ident ia l i ty  apply ing to  s ta f f  members in  the publ ic  
admin is t ra t ion.  Reference is  made to  sect ion 27 of  the Danish Publ ic  Admin is t ra t ion 
Act  and sect ions 152-152( f )  o f  the Danish Cr iminal  Code.  

 

5 .2 .  The Data Processor  must  keep the personal  data conf ident ia l  and is  thus on ly  ent i t led 
to  use the personal  data as par t  o f  the fu l f i lment  o f  the Data Processor 's  ob l igat ions 
under  the Data Process ing Agreement .   

6.  SUB-PROCESSORS AND PROCESSING ABROAD 

6.1. The Data Processor must comply with the conditions referred to in Article 28(2) and (4) of the 

GDPR in order to make use of another processor (a sub-processor). 
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6.2.  The Data Processor  is  a l lowed to  ent rust  the process ing of  the personal  data to  other  
par t ies in  accordance wi th  sect ion 6“  

 
6 .3 .  Where the Data Processor  use a sub -processor  in  carry ing out  spec i f ic  process ing 

act iv i t ies  on behal f  o f  the Data Contro l ler ,  the Data Processor  shal l ,  by  means of  a  
cont ract  or  o ther  legal  document  under  Union or  Member State law,  impose on the 
sub-processor  the same data protect ion ob l igat ions as those set  out  in  those 
prov is ions,  prov id ing in  par t icu lar  appropr ia te  safeguards that  the sub-processor  wi l l  
implement  the technica l  and organisat ional  measures in  such a way that  the 
process ing compl ies  wi th  the requi rements of  these Prov is ions and the GDPR.  
 
The Data Processor  is  therefore responsib le  for  requi r ing that  the Sub -Processor  a t  
least  comply  wi th  the Data Processor ’s  ob l igat ions under  these Condi t ions and the 
Genera l  Data Protect ion Regulat ion.  
 

 

6.4. As of the date of these Terms and Conditions, the Data Processor uses the following sub-

processors:  The Data Processor does not use any sub processors (14. June 2024). 

 

6.5. The Data Processors does not process personal data outside of the EU. If the Data Processor 

wish to use a sub processor that process personal data outside the EU, the Data Processor 

must inform the Data Controller in sufficient time for the Data Controller to withdraw all data 

from AI LAB.    

7.  INSPECTION, SUPERVISION AND CONTROL 

 

7.1. In the event that the Data Controller, including an external consultant/representative and/or 

relevant public authorities, in particular the Danish Data Protection Agency, wants to carry out 

an inspection of the above-mentioned measures, the Data Processor is obliged – subject to a 

reasonable notice – to make themselves available for such inspection. 

 

7.2. In the event of serious data protection breaches or similar serious inadvertent incidents, the 

Data Processor must, at the request of the Data Controller, and without undue delay, prepare 

a written statement.  

8.  DUTY TO NOTIFY 

8.1. The Data Processor is obliged to notify the Data Controller as soon as possible of any 

deviations from the requirements set out in the Data Processing Agreement, e.g. of: 

 

• any deviations from the instructions given  

• any suspected breaches of confidentiality 

• any suspected instances of abuse, loss or deterioration of data 

• any accidental or unauthorised disclosure of or access to the personal data processed under 

this Data Processing Agreement 

8.2. A notification under clause 8.1. will be addressed to the information provided by the Data 

Controller at the time of application for license to AI-LAB.  

 

8.3. The Data Processor can be contacted through IT-service at AAU: Serviceportal.aau.dk or 

phone: +45 9940 2020   
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9.  LIABILITY 

9.1. If a data subject claims compensation for material or non-material damage, Art. 82 GDPR 

applies.  

 

9.2. Liability of the Parties: The parties are generally liable under the general rules of Danish law. 

Apart from art. 82 GDPR, the Data Processor shall not be liable for indirect losses, 

consequential damages, operating losses, lost earnings or other financial consequential losses.  

 

10.  COMMENCEMENT AND TERM 

10.1. The date of commencement of the Data Processing Agreement is the date on which the user 

send in the application form, in which they have approved this agreement. 

 

10.2. Subject to one month's written notice to the Data Controller, the Data Processor is entitled to 

terminate the Data Processing Agreement, however, subject to the condition that the 

personal data be returned or deleted before termination. The data will automatically be 

deleted every august each year if there is no renewed access. 
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